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1 [t ]
nign [ paz: |

KubernetesZE CIL{EAIN TSR —I DD
Open Policy AgentZz{# L T. Kubernetes > X2 —[A]
(FOR)—E2EBELEATES, V77R%—ELED)V—R
LASMZ 1aCIc L TEHAZSYAEFICF v I5ITA D, 1—
H—HR) O —ZERTDBENH DN, RRANTSIT4
AMAS2 =T ETHIFELRH-BEFIN TS,

{

"level": "info",
"ts": 1632889070.3075402,
"logger": "controller",
"msg": "container <kube-scheduler> has no resource limits",
"process": "audit",
"audit_id": "2021-09-29T04:17:47Z2",
"event_type": "violation_audited",
"constraint_group": "constraints.gatekeeper.sh",
"constraint_api_version": "vlbetal",
"constraint_kind": "K8sContainerLimits",
"constraint_name": "container-must-have-limits",
"constraint_namespace"; ",
"constraint_action": "deny",
"constraint_enforcement_actions": [],
"constraint_annotations": {

"test-annotation-1"; "annotation_1"

2

Source : https://www.open-scap.org/ . https://open-policy-agent.github.io/gatekeeper/ & hitps://oscal-compass.github.io/compliance-trestle/ % E(Z{ERkL

Open SCAPIEKE TR #TAEAT (NIST) DR EEZH=-A—TY—RT0C M TY, Gatekeeperk & 0pen Policy Agent# & U Compliance-trestle (33 & | & T#4Cloud Native Computing Foundation®#—7>Y—27OS 19+ TY,

PwC

NISTOOSCAL (¥ )To#iHIFEh 538, &Zah)
#FRALE, AV TSAT7UOARRMDER. BEE.
EERY—I, HHERREREBEDEELEGI
—970—TITA D, AREBIZHEWNDOT L, F=O
VISATURICEAT AR EBGRESICEHMENE
REhd, £=HlZ (£, CIS Benchmarkz E{A & &
EREDOSCALFEERADERODYIMNF|D=S2=
T4 LTRREAIh TS,

Configuration [« ‘

- - ] Compliance
Z—»| Compliance » »| Compliance > Camphance »  Posture > D
data 7 to-OSCAL data i
"raw’ Transformer OSCAL
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Open Security Controls Assessment Language (OSCAL)
EELUTABHORBEETHY. il BE. SLCBRRRTEROBELCHT TRRTREERRLTUET,

FedRAMP SSP*)OSCALEZ M 5] (iSMAPEBHEZ4E)

o M=
BREDVATLIZHTHEFLVTAEEROEERRD
S B, FHEETE. FHERER P, EFa )T EEBROHZO
JERLT SHERE . MRTHT L X TEDILO, (ifecm—
S EB(ZXML,ISON,YAMLA\DEIRTE 5, > ] e BRORERR ERA)
ERIZEOTUTHARIRTEEHEZ AN TV,

- EREAEREFENE(ICLS, 222 =4/ —230aRE ane:
DHIRL (R—/8—T—H %t H)

. EEAYTFAEDIMEOEEOME. EEE . ERE. - roieias sinin-uri [N

= I [ZRBLTLBADER
BtDOHRE e o e
« X TAEZAIT DEHEEE (continuous
assurance) 1t
o (ERHLE [l Arrmonees
] 3 G = description: Describe how the con IR B 49755
K E AR B AT RRZERR (NIST) FeErTpeor: D g
Source : KE B MTHZIAT(NIST) https://pages.nist.gov/IOSCAL/ LU https://github.com/GSA/fedramp-automation &&= ¥E B ' - — - 20254 1A
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OSCALY> 7

AASEORBERBARTREHRLTSHOSHE

Data at Rest (DAR)

Ref# Areas of DAR® CMVP#* CM Vendor Name Module Name  Usage
1 PastgraS0L H3980 Canonical Lid. Ubumiiu 18.04 Velume encryplion [=] Full disk
database OpenssL I File
[ Embedded CM Cryplographic [ record
<Use Case O Thirg-party M Madule O Hona
Exempis - Piease | (7] Uses 05 CM [ thar
Delate & In FIPS Mods
[ Oiber
2 App sarvar local #2931 Micrasaft ‘Windows Sarvar 0S and application ] Full disk
slorage 2ME binaries [ File
[ Embedded CM [ Record
<Use Case [ Thira-party GM [ Mona
Example - Please | [] Uses 05 CM O other
Dainte> ] in FIPS Moda
O b
3 53 buckats wATT AWS Hay IManagement Server-side [ Full disk
Sanvica (KMS) ancryption with KMS CIFils
“Uise Case [ Embedded G H5M keys [SSE-KMS] [ Record
Exampis - Plaase [ Third-pary CM used lo encrypl [ Nona
Delata> [l Uses 05 CM bucket [ ot
=] In FIPS Mode
[ Cithes

5 Each entry should be the component or sssst whera tha FIPS-140 valideted cryplographic module is located.
# If wsing cryplography that Iecks FIPS validation, state "Moo FIPS®. If tnancryptad, stete "Unancrypled
T For exampls, specify if thae historical CM is used or the store lacks ancryption antirely, Inchide tha mlaied POAEM D, remediation plans, sic

Encryption Type

Notes'

CM is Historical,
per NIST CMVF.
Flans o move b
Windows 219

upan Aclive FIPS-

140-validation
achiasad. Saa
POAGM ID 123.

The link with rel="us=d-by" i3 used to identify the component that is using the cryptographic module

(e.q.. Areas of DAR).

4.11 Cryptographic Modules Implemented for Data-at-Rest (DAR)

The approach is the same as in section 4_14 (cryptographic module data-in-transit).

Component Representation: Example Product with FIPS 140-2 Validation

<! —-— system-characteristics -->»
<gystem-implementation>

Sl — paer —-->

mum Regquired Components —-2»

140-2 Validation -
lude a separate compo
T U d="uuid-value"
<title>Module Name</titlel
<description><p>FIP5 140-3 Validated Module</p></description>
<pITon "https:///fedramp.gov/ns/oscal” n ="gzzet-type”
e="cryptographic-module™ />
https://fedramp.gov/ns/oscal"
e="CM Vendor" />
https://fedramp.gov/ns/oscal”
="data-in-transic"/>
"validation-type"™ wvalue=

certificate —->

="galidation™>

<prop e="yvendor-nams"

<prop e="cryptographic-module-usage"

<prop "fips-140-3" />

<prop "validation-reference”™ =="0000" />

<link ="https://csrc.nist.gov/projects/cryvptographic-module-
validation-program/Certificate/0000" r=l="walidation-details"™ />

<status state="operational"™ />

</ component>

Validacted Product —-->
nent uuid id-value" typs="softwars" >
critlesProduct Mame</title>
<description><p>h product with a cryptographic module.</p></description>
<link f="fuuid-of-validation-component" rel="validation" />
<status state="operational" />
</ component>

<!l—— gervice -->
</system-implemencations>
== control-implementation —-->

Buo@ce KEAZERMHZER(NIST) https://pages.nist.gov/OSCAL/ & KU https://github.com/GSA/fedramp-automation % E(Z{E R
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GEEHINT . ERE. FHHE. PHSRLRE
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Controls Layer || Implementation Layer

Traceabili

‘ Assessment Layer

IMPORT CATALOG IMPORT PROFILE

OSCAL
Catalog Model

Component Model
ASSOCIATED PROFILES

OSCAL
Profile Model

EEEHAOH BREN-EH OSCAL SSP Model
(F#E[R30) R o T A ) = B
.J (REDERART) L

l IMPORT SSP IMPORT AP
| OSCAL Assessment OSCAL Assessment
Plan Model Results Model
| FHEEE OPEN RISK | EFME#ESR

OPEN RISK
OSCAL Plan of Action and Milestones Model

e T —

0 HEHBE (I5 IS, EERICHLTHIRFEPLPFIEZEHALET,

Source K E I ZHE MR AT(NIST) https://pages.nist.gov/OSCAL/ ZEIZERL

PwC
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OSCAL
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JEib I 5%z, M SRR TED-EREETT,
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L s [ Process Content

OSCAL Examples

This directory contains numerous OSCAL examples in XML, JSON, and YAML formats based on the latest OSCAL

stable release.

These files are maintained by a Continuous Integration and Continuous Deployment (CI/CD) process that

automatically converts source content into the alternate formats found in the many subdirectories of this repository.
As a result, these example files should not be modified. Instead, the source of the file should be edited in the src

subdirectories.

The structure and contents of the examples directory are as follows:

E | e R (NIST) EO32= 74
MNARA9 BH0SCALIEEh =
SP800—53EJ=$J:U§EJ5]'U"/7°)I/

JR - R Al

il B AR

- EIEEK

,________'\

/
/
/

RE-XEH

\

\

\

Sample Policies =

The policies here are maintained by the community and are as samples that ¢

Policies

Pod Security

Kyverno. T

Gatekeeper Migration optimize for your u!

Policy Type

Generate

ko Dalise

Mutate
validate
Verifylmages

Cleanup ¢ nobudget

Policy Category
AWS

Argo name: budget

BETOLIRAFON—R=S
7'%?—3&5&% (Policy as Code)

POST

Argo In CEL

Cert-Manage
Consu
Consul In CEL

EKS Best Practices

EKS Best Practices

apivVersion

ExternalSecretOper

Hlux

kind

spec

name: remainingBudget

h: subtract(budget. spendLimit, budaet. currentSpend)
val idate

message. >

This Deployment, which costs ${{ round(predictedMonthlyCost, "2°) }} to run for a month,

http://kubecost-cost-analyzer, kubecost :9090/model/orediction/speccost?c lusterID=cluster-onedefaul

will overrun the remaining budset of ${{ round(remainingBudset, 2"} }}. Please seek approval or request

a Policy Exception.

Source KEAZEEFATFFZEAT(NIST) https://github.com/usnistgov/oscal-content & & T https://kyverno.io/policies/ ZE(ZERL, F1=. KyverolZIEE FIH{& T HCloud Native Computing Foundation®#+—7>Y—R7ACIHMTY,
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